
NAVY CHILDREN SCHOOL- DABOLIM, GOA
04.06.2020

Dear Parent,

“Ignorantia juris non excusat”
(Ignorance of the Law excuses NOT!!)

1. You  may  recall  that  a  Cyber  Security  Advisory  was  forwarded  by  the  school  on  
06 May 2020, as a measure to apprise the students on the Do’s & Don’ts of the Cyber World.

2. This notification is issued as a sequel to the Advisory issued on 06 May 2020, aimed at
creating awareness amonst students/ parents on ‘What constitute a Cyber Crime’ and relevant
sections of ‘The Information Technology Act, 2000’ based on which legal proceedings can be
initiated on reported incidents of cyber security violations/  complaints filed at Local / Cyber
Crime Police Station OR at www.cybercrime.gov.in.

3. Appropriate sections of ‘the Information Technology Act,  2000’ pertaining to relevant
cyber security violations are listed below. You may kindly have a look at the Appendix also,
where the extracts of these sections, as contained in the IT Act, have been reproduced for a
better appreciation.
 

Section 66A -              Punishment  for  Sending  Offensive  Messages  Through
Communication Service etc. Sending  offensive  messages  through  any
communication  service  or  social  media  groups/  platforms  causing  annoyance  and
harm, amounts to harassment and is punishable.

Section 66C -              Punishment for Identity Theft. Fraudulent or dishonest use of
electronic signature, password or any other unique identification feature of any other
person amounts to identity theft and is punishable.

Section 66  D -              Punishment for Cheating by Personation by using Computer
Resource. Cheating by impersonation/ pretending to be someone else through any
communication system or social media groups/ platforms is a punishable offence.

Section 66E -              Punishment for Violation of Privacy. Infringement  of  privacy
including publishing or transmitting information pertaining to any person without his or
her consent through any  communication system or social media groups/ platforms is a
punishable offence.

Section 67  -                  Publishing  or  Transmitting  Obscene  Material  through
Electronic Media. Uploading  or  sharing  any  obscene  content  in/  through  any
communication system or social media groups/ platforms is a punishable offence.

(Offences under the above mentioned sections can invite imprisonment upto five years combined
with fine upto Rupees ten lakhs.)

4. It is brought to your kind notice that being part of social media groups where such
violations occur would also constitute offences punishable under the appropriate section(s)
of the IT Act including those listed above. This advisory is being issued in the best interest of
the students of NCS Goa, aimed at creating awareness of extant regulations as also to make
them responsible  Netizens.  It  would be therefore appropriate for the parents to guide their
children with respect to healthy internet habits and social media etiquette.

5. NCS Goa remains committed to create and maintain a safe learning environment; and
strict action  shall be ensured against students defaulting in this regard. Should you require
any assistance/ further guidance, kindly reach out to the School Counsellor/ Principal.

Best Regards,
NCS Goa

http://www.cybercrime.gov.in/


Appendix
(Refer to NCS Goa Circular
dated 04.06.2020)

EXTRACTS FROM THE INFORMATION TECHNOLOGY ACT, 2000

Section 66A. Punishment  for  sending  offensive  messages  through
communication service, etc. Any person who sends, by means of a computer resource
or a communication device,

(a) any information that is grossly offensive or has menacing character; or

(b) any information which he knows to be false, but for the purpose of causing 
annoyance, inconvenience, danger, obstruction, insult, injury, criminal intimidation, 
enmity, hatred or ill will, persistently by making use of such computer resource or a 
communication device;

(c) any electronic mail or electronic mail message for the purpose of causing 
annoyance or inconvenience or to deceive or to mislead the addressee or recipient 
about the origin of such messages, shall be punishable with imprisonment for a term 
which may extend to three years and with fine.

Explanation. For  the  purpose  of  this  section,  terms  “electronic  mail”  and  “electronic  mail
message” means a message or information created or transmitted or received on a computer,
computer system, computer resource or communication device including attachments in text,
images,  audio,  video  and any  other  electronic  record,  which may be transmitted  with  the
message.

Section 66C. Punishment for identity theft. Whoever,  fraudulently  or  dishonestly
make use of the electronic signature, password or any other unique identification feature of
any other person, shall be punished with imprisonment of either description for a term which
may extend to three years and shall also be liable to fine which may extend to rupees one
lakh.

Section   66D. Punishment  for  cheating  by  personation  by  using  computer
resource. Whoever, by means of any communication device or computer resource cheats
by personating, shall be punished with imprisonment of either description for a term which may
extend to three years and shall also be liable to fine which may extend to one lakh rupees.

Section 66E.  Punishment for Violation of Privacy. Whoever,  intentionally  or
knowingly captures, publishes or transmits the image of a private area of any person without
his or her consent, under circumstances violating the privacy of that person, shall be punished
with imprisonment which may extend to three years or with fine not exceeding two lakh rupees,
or with both.

Explanation. For the purposes of this section: –

(a) “transmit” means to electronically send a visual image with the intent that it 
be viewed by a person or persons;
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(b) “capture”, with respect to an image, means to videotape, photograph, film or 
record by any means;

(c) “private area” means the naked or undergarment clad genitals, public area, 
buttocks or female breast:

(d) “publishes” means reproduction in the printed or electronic form and making it 
available for public;

(e) “under circumstances violating privacy” means circumstances in which a person 
can have a reasonable expectation that–

(i) he or she could disrobe in privacy, without being concerned that an image
of his private area was being captured; or

(ii) any part of his or her private area would not be visible to the public, 
regardless of whether that person is in a public or private place.

Section 67. Punishment for publishing or transmitting obscene material in electronic
form. Whoever  publishes  or  transmits  or  causes  to  be  published  or  transmitted  in  the
electronic form, any material which is lascivious or appeals to the prurient interest or if its effect
is such as to tend to deprave and corrupt persons who are likely, having regard to all relevant
circumstances, to read, see or hear the matter contained or embodied in it, shall be punished
on first conviction with imprisonment of either description for a term which may extend to three
years and with  fine which may extend to  five lakh rupees and in  the event  of  second or
subsequent conviction with imprisonment of either description for a term which may extend to
five years and also with fine which may extend to ten lakh rupees.


